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Small businesses are concerned that 
a cyberattack could have substantial 
adverse impacts on their business.

Eighty-seven percent (87%) of U.S. small business owners (SBOs) 
believe a cyberattack could have severe financial consequences 
(59% strongly agree, 28% somewhat agree), while 84% agree it 
could damage customer relationships.

Four in five SBOs (81%) agree that small businesses are prime 
targets for cyberattacks.

Roughly one in seven SBOs (15%) say they experienced a 
cyberattack during the past three years.

Malware is the most concerning type 
of cyberattack for SBOs.

More than seven in ten SBOs (72%) consider malware or 
malicious software to be the cyber risk of greatest concern  
for their business.

Small businesses are prepared for a 
cyberattack to some extent and have 
cybersecurity measures in place.

Nearly three in four SBOs (73%) have a plan in place to respond 
to a cyberattack if they were to experience one.

The majority of SBOs report using cybersecurity measures in 
their business that include regular software updates (59%), the 
required use of strong passwords (59%), and technical network 
security protocols, such as firewalls, VPNs, etc. (52%).

Small businesses believe they share 
cybersecurity responsibility mainly 
with their tech providers.

Responsibility for the cybersecurity of small businesses lies 
mainly with the businesses themselves (63%), technology 
vendors (56%), and internet providers (55%) according to SBOs.

Tech vendors and providers, along 
with staff at the business, have a  
key role in preventing cyberattacks.

SBOs consider technology vendors (87%), the business’s internet 
providers (81%), and their staff (80%) to be highly effective in 
preventing or protecting their business from a cyberattack.

Private cybersecurity firms are 
considered effective in protecting 
small businesses from cyberattacks.

Private cybersecurity firms are viewed by nine in ten SBOs (91%) 
as very or somewhat effective in preventing or protecting small 
businesses from a cyberattack, while 73% believe the banking 
industry is very or somewhat effective.
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Key Findings
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Malware or malicious software Any computer program designed to damage, spy on, or steal from 
your computer, phone, or network.

Social engineering Phishing, spoofing, spear, etc., that trick or manipulate people into 
revealing information or taking a desired action.

Ransomware Type of malware used to extort money.

Vendor or third-party risk Breach, supply chain, etc.

Insider threats Misuse of access to sensitive information from within an organization 
by current or former employees, contractors, etc.

Denial of service (DoS) Network server disruption by overwhelming it with excessive traffic.
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Have a formal plan in place (Net) 73%

Regular data backup and recovery procedures 46%

Steps for restoring systems and data (e.g., backups, recovery plans) 38%

A plan for notifying affected individuals in case of a data breach 30%

Employee training on how to respond to a cyber incident 29%

Procedures for identifying and containing a cyberattack 28%

Process for reporting incidents to authorities or regulators 26%

Coordination with external partners (e.g., IT providers, cybersecurity 
firms, legal counsel) 25%

Communication plan for employees 25%

Business continuity or contingency plans to keep operations running 24%

Communication plan for customers or clients 24%

Cyber insurance coverage as part of response planning 21%

Regular testing or simulation of the response plan 20%

Defined roles and responsibilities for responding to an incident 19%

Documentation of past incidents and lessons learned 14%

Other 1%

Not sure 3%

Not applicable – we don’t have a formal plan in place 24%
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Survey Question  |	 How effective do you believe each of the following are/would be in preventing or protecting small businesses in 
general from a cyberattack?
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